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If Active Directory 
isn’t secure, 
nothing is

• Systemic weakness make AD a soft target

• 80% of all breaches involve credential abuse

• Cloud identity extends from AD

• Zero trust model assumes hybrid AD integrity 

For 90% of enterprises, identity starts with AD



Password attacks 
every second (2021)1000+

Source: Alex Weinert, VP of Identity Security, Microsoft Sikkerhetsfestivalen 2023



Password attacks 
every second (2023)6000+
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90% of attacks investigated 
involve AD in some form, 
whether it is the initial 
attack vector or targeted to 
achieve persistence or 
privileges
- Mandiant
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Phases of a Ransomware-Attack
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Initial Access

•Phishing emails
•Malicious 
websites

•Targeted attacks 
with stolen 
credentials

Post Exploit

•Download of 
malware for 
Recon-Phase

•Connection to 
C2* systems

•Remote 
connection 
established

Reconnaissance

•Evaluation of AD 
vulnerabilities to 
gain domain-
dominance

•Lateral movement 
to other systems

•Credential 
harvesting and 
privilege escalation

Core attack

•Access to and 
Extraction of 
core-business 
data

•Encryption of 
devices, often 
including AD DCs

* C2 = Command-and-Control

IN THROUGH OUT



KEV – Known Exploited Vulnerabilities
(CISA Catalog)
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
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Are you sure 
all your apps 
and drivers 
are properly 
patched?
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Protect: the service

Detect: the attack

(Validate & Analyze)

Respond: to the attack

Identify: the risk

++

+

+

Recover: from the attack

+

+

Cybersecurity Framework
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Default Read-Permissions in AD

 „root“ object of domain

Details on the issues caused by this and why you should adjust it can be found on the Semperis BLOG
https://www.semperis.com/blog/security-risks-pre-windows-2000-compatibility-windows-2022
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Default Read-Permissions in AD

Inheritance is disabled (blocked)

AdminSDHolder

These permissions 
are “stamped” 
periodically on all 
your privileged 
groups and users (!)

More details:
https://www.semperis.com/resources/improving-your-active-directory-security-posture-adminsdholderto-the-rescue Sikkerhetsfestivalen 2023
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Locking down permissions in AD will help!
Intruders often use Sharphound/Bloodhound for the initial reconnaissance 
of attack-paths to your AD
WITH the default AD permissions, the intruder’s work is EASY!

Sikkerhetsfestivalen 2023
More details:
https://www.semperis.com/resources/improving-your-active-directory-security-posture-adminsdholderto-the-rescue

https://www.semperis.com/resources/improving-your-active-directory-security-posture-adminsdholderto-the-rescue


Locking down permissions in AD will help!
Intruders often use Sharphound/Bloodhound for the initial reconnaissance 
of attack-paths to your AD 

 After removing default read from Tier-0 objects, reconnaissance is HARD! 
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Free AD vulnerability scanning tools

• Powerful UI tool from 
Semperis for visualization 
of attack-path

• Easy to use—no setup 
required

• Built to help AD defenders

• Powerful UI-tool from 
Semperis for evaluating 
security posture of a 
complete AD forest

• Continuously updated 
with new indicators of 
exposure (IOEs) and 
indicators of 
compromise (IOCs)

• Command-line tool 
for evaluating 
security posture of 
an AD domain

FREE www.purple-knight.com/forest-druid
www.purple-knight.com

• Requires installation of 
Java and NeoJ4 DB

• Separate extraction of AD 
data through additional 
tool (Sharphound) – which 
is then processed by 
BloodHound tool for 
visualization of attack-path
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Sample vulnerabilities found by Purple Knight
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Simple user with permission to extract the 
passwords from your AD domain.
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Simple PC allowing any process to 
impersonate any user in your AD
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Doesn’t look so dangerous in the UI 
… who can grant this in your AD?

Simple PC allowing any process to 
impersonate any user in your AD
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Simple user can change permission 
and password of your DC’s computer 

account … and thus owns your AD 
forest
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“Kerberoasting”: Password hash of privileged account 
is made available to any user by locating the account 
via the SPN and requesting a TGS  – allowing offline 

cracking of the hash.
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Forest DRUID
• Tool for inter-actively analyzing 

difficult-to-locate AD security risks

• Easy to setup and efficient to run
for gathering proper AD data 
(permissions, relationships 
between objects etc.)

• Concentrates on objects and 
relationships that could be a risk 
to Tier 0 (Domain Controllers, 
Domain Admins etc.)

• Helps the AD admin to find risky 
relationships that could allow 
attacks against AD

 Enables admins to discover and manage the privileged-defined perimeter of their Active Directory! 
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It’s never too late to invest in proper TIERING!
Focus on understanding and protecting your Tier 0 assets first

Example of a Tiering Model

Tier 0 Domain Controllers (DCs), 
identity management 
resources, administrator 
user accounts and service 
accounts

Tier 1 Server, application, 
workstation admin 
authority

Tier 2 Standard user accounts, 
workstations, printers and 
devices

Source: Microsoft

 Forest DRUID helps!
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“While organizations understand the criticality of AD, the security of AD is often overlooked. If AD is 
breached, an attacker gets virtually unrestrained access to the organization’s entire network and 
resources. This makes AD a prominent high-value target for threat actors.”

Gartner
Emerging Technologies and Trends Impact Radar: Security

Identity threat detection and response 
(ITDR) is a Gartner “top trend” for 
cybersecurity in 2022.
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KEY TAKE AWAYS
1. Active Directory is the Achilles heel of a Hybrid-Environment
2. Locking down the default AD security decreases the chance for 

intruders to elevate their privileges

3. Proper TIERING makes a difference – take it serious!
4. Continuously scanning both AD and AAD for vulnerabilities – and fixing 

them, where possible – is a key requirement to reduce your attack 
surface

 check out Purple Knight and Forest Druid to get started!
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Questions?  Get in touch …

T h a n k  y o u

Guido Grillenmeier

Semperis Principal Technologist (EMEA)

guidog@semperis.com

www.linkedin.com/in/guidogrillenmeier 
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More Information 
Purple Knight www.purple-knight.com

Forest Druid www.purple-knight.com/forest-druid

Pre-Win2k Group https://www.semperis.com/blog/security-risks-pre-windows-2000-
compatibility-windows-2022

AdminSDholder https://www.semperis.com/resources/improving-your-active-directory-
security-posture-adminsdholderto-the-rescue

DSDETECT https://www.semperis.com/downloads/tools/public/dsdetect.zip

Hiding GPOs within a GPO https://sdmsoftware.com/security-related/the-attack-of-the-trojan-gpos
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