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Stages of Information security management: 3rd party security service procurement

- Security Architecture review

- Configuration reviews

- Penetration Tests (Pentests)

- Red Teams & Purple Teams
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State-sponsored attacks:
- Ransomware

Source: https://cybernews.com/security/bring-your-own-vulnerable-driver-attack/
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State-sponsored attacks:
- Ransomware
- Blind security solutions

Source: https://www.virusbulletin.com/conference/vb2022/abstracts/lazarus-byovd-evil-windows-core/
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Demo 1 / 3
https://youtu.be/WJq_6a7fKAM
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Demo 2 / 3
https://youtu.be/gliF3yRD6sM
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Demo 3 / 3
https://youtu.be/pGCMIJEpmaY
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Am I prepared for this?
How do I test myself?
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 But still...

Step #1 (attack): loading the rootkit/driver•

EDR presence•

Windows security features•

Use modern OS versions•

HVCI•

WDAC•

Relevant event ID•

Not all vulnerable drivers are in Microsoft's "list"•

Attackers can sign their own drivers•

0-days•
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Step #2 (attack): malicious kernel ops•

Know your environment: which drivers are supposed to be loaded? 

Can you tell the difference?

•
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Step #2 (attack): malicious kernel ops•

Know your environment: which drivers are supposed to be loaded? 

Can you tell the difference?

•

Change your analysis pattern•

Extracting/Dumping a sample from memory•

Snapshotting the OS (offline analysis)•

Grabbing the SYS file on disk (for static analysis)•
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Do you know who to call?

https://medium.com/@0x4ndr3/starting-dynamic-analysis-on-a-windows-x64-rootkit-8c7a74871fda



"Under pressure, you don't rise to the

occasion, you sink to the level of your

training." - Navy Seal
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These slides

Next...

Red Team (infrastructure 
and payload development) 
automation

21 September 2023


